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Cloud Adoption Framework

Microsoft has collected best practices from themselves, partners, and
customers. This is called Cloud Adoption Framework. It follows full
lifecycle of cloud adoption.

Define strategy Plan Ready Adopt

Understand motivations Digital estate —> Operating model Migrate
Business cutcomes Initial organization alignment Landing zone concepts Modernize
Business justification Skills readiness plan Design area guidance Innovate

Prioritize project Cloud adoption plan Implementation options
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Secure Manage Govern

L Risk insights Business commitments Business risks —
Business resilience Operations baseline Policy and compliance

Asset protection Operations maturity Governance maturity




CAF has a

security
component that

takes business
requirements and
matches to
security methods.

Business Alignment

e R T e e Security Integration - Business Resilience
Integrate security insights T o» Integrate security insights and Ensure organization can
into risk management . a * practices into business and IT operate during attacks
framework and digital v L processes, integrate security 'Q and rapidly regain full
initiatives disciplines together operational status

Security disciplines

Access @ Security Asset Security a Innovation
Control {™ Operations Protection Governance &  Security
Establish Zero Trust  Detect, Respond, and Protect sensitive data  Continuously Identify, Integrate Security into
access model to Recover from attacks; and systems. measure, and DevSecOps processes.

modern and legacy  Hunt for hidden Continuously manage security Align security,
assets using identity  threats; share threat discover, classify & posture to reduce risk  development, and
& network controls  intelligence broadly secure assets & maintain compliance operations practices.



Well Architected
Framework

Another important framework
is Well Architected. It has
guiding themes to improve
quality of a solution.

Pillar

Reliability

Security

Cost
Optimization

Operational
Excellence

Performance
Efficiency

Description

The ability of a system to recover from
failures and continue to function.

Protecting applications and data from
threats.

Managing costs to maximize the value
delivered.

Operations processes that keep a system
running in production.

The ability of a system to adapt to
changes in load.
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Full lifecycle security
Waterfal I ideal but rare

Bias to Plan

,";f: ’ . .
DRE%R o 3 & Quality
- Typically security is a (WeekS/MonthS)
Planning i quality gate inrelease | - Production

Devo ps Quality and Security risk mitigated by rapidly release of fixes

Bias to Speed

o —
g’;—Z: R l,m,o Embedding security & Ag|||ty
R/\% — _ __ expertise and dynamic + _ _ _ | _
static testing in process (Hours/Days)

required for success Testing / Production

Brings security into development process if you start to make
solutions secure by design and “shifting left".

DevSecOps




meltlake®

Microsoft Zero Trust Principles

A S 3Y

Verify explicitly

Always validate all available data
points including

User identity and location
Device health

Service or workload context
Data classification
Anomalies

4
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Use least privilege access

To help secure both data and
productivity, limit user access using

Just-in-time (JIT)
Just-enough-access (JEA)
Risk-based adaptive polices
Data protection against out of
band vectors

1
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Assume breach

Minimize blast radius for breaches

and prevent lateral movement by

« Segmenting access by network,
user, devices, and app
awareness.

* Encrypting all sessions end to
end.

* Use analytics for threat
detection, posture visibility and
improving defenses

www.meltlake.com



Securing
your cloud

Or what to look out for and
think about




ldentity &
environment



Basically, just
protect your
accounts

» Separate your admin accounts
 MFA at the minimum
» Conditional access if you can

*Check out “Security defaults” if no
licenses

(] £y | hitps:
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Enable Security defaults > l-}— L)

Home > Conteoso - Properties

Contoso - Properties

Azure Active Directory

Overview

Getting started

Manage

Users

Groups

Organizational relationships
Roles and administrators
Enterprise applications
Devices

App registrations

! ldentity Governance

Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)
Password reset

Company branding

User settings

ortal.azure.com/#blade/Microsoft_AAD_|AM/ActiveDirectoryMenuBlade/Properties y*d

Enable Security defaults

€ -
Hsave X Discard Security defaults is a set of basic i

recommended by Microsoft. Whe
recommendations will be automa

Directory proper‘ties organization. Administrators and 1
from commaon identity related att:

Name * Learn more

‘ Contoso

Enable Security defaults
Country or region ' No _:.'

United States

Location
United States datacenters

Notification language

English

Directory ID
‘ 69997834-fa40-45da-bad8-382c2bdc66c3

Technical contact

‘ technical@ceontoso.com

Global privacy contact

‘ privacy@contoso.com

Privacy statement URL

Access management for Azure resources

balas@contoso.com Bala Sandhu (balas@contoso.com) can manage access to

management groups in this directory.Learn more
T

{ Yes Mo )

Properties

w3 A

Motifications settings

Security

I IManageSecuritydefaults I
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Azure VM

Azure Service
Your code & EEEEEEEE e> (e.g. ARM, Azure
_ Storage)

: Azure Active
? http://locplhost/oauth2/token Directory

A ¥ S S— > b

Extension

il
= — —

Credentials

A A

Azure (inject and roll credentials)

Managed
identities for
Azure resources

« Simplifies authentication/security
for developers (vs. service principals)

« Authenticate to services without
inserting credentials into code

* E.g., Allow (code running on) a
specific VM to access

Azure Key Vault,

Storage Account,

Azure SQL, etc.




QO

Environment
segmentation

£e)

Company

L
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Consider splitting your Production
development stages into
separate segments with

proper access strategy.

Dev/Test QA







Attacker Opportunities

Note: Attackers may conduct a multi-stage attack that increases their illicit access with stolen
credentials, stolen keys, implanting malware, implanting backdoors in code, and more

Planning Coding Testing Production

Public

repository Production App Vulnerability

Q Coding Vulnerability
Introduce exploitable vulns

. Vuln Discovered in App or a Re-used Component
Q Supply Chain Vuln/Implant

Vulnerable Code added to Application

?
X
Design Vulnerability

Design Choices create
Security Issues

— Corporate Build
Web/Email Risk

Version
. reposito
On Dev workstation P ry

release

automation

N

<----¢--

A
Upload to
101010

Repository
oloiol

_____________ 1
101010 I
@

Tester
Developer Application Developer Workstation
team code Workstation

IT Infrastructure attacks
Phishing, credential theft, unpatched browser or endpoint vulnerabilitity, weak passwords, old/weak authentication protocols, weak security configuration for cloud, etc.




Secure
development

Attackers have plenty of vectors
available to them.

Code review and add code
analysis to continuous
integration.

For example, SonarCloud that
contains multiple static
application security testing

(SAST).
Also gate approvals in process




Pipeline

secrets
* Sounds stupid but a lot of people have
Mmana g eme nt secrets in their code. Just don't do it.

& Key VC] U |t « Key Vault is a secret store: it's a

centralized cloud service for storing
application secrets.

» Key Vault keeps your confidential data
safe by keeping application secrets in a
single, central location and providing
secure access, permissions control, and
access logging.

* Always put your keys, certificates,
secrets, and connection strings in a Key
Vault




Network
security



App

Gateway
AR %

Web Application

XSS E request @ FI reWO | |
attack a . .
8 Protects your application against
= revalent X-Site Scripting and SQL
WAF njection attacks
Valid Blocks threats based on OWASP core
X Site 2 rule sets
reques (2} Bot protection
LT 2 Custom rules like geo-block
J = -
p;f‘ —H—> Valid Integrated with Azure Security Center
sQl L7 LB request ?i Real-time logging with Azure Monitor
injection

VPN

On-Premises



Azure
Front Door

On-premises /
Legacy DC

Content Delivery Network
(CDN) that provides fast,

reliable, and secure access
between your users and your SRS ! websppliation |
applications’ static and O

Edge Location

dynamic web content. | =

1
Other Cloud I pmmm et
Service



Azure

D D O S * Tuned to your apps
. * Logging, alerting and
P rOte Ct I O ﬂ telemetry via Azure Monitor

* |7 Protection via Web App

' Standard Firewall (WAF)

* Availability Guarantee and
Rapid Response Support

Always on L3/L4 attack protection

@ Deployed today in all Azure regions
No additional charge and available to all

Azure Customers




Vnets are so
legacy... but
secure your
service
access

Private Endpoints

Network interface for your service
with private ip in your subnet

Service Endpoints (Service
Tunnel)

Additional path of availability of
service into your subnet

VNet Service Injections

Private dedicated instance
available only via private IP
addresses within your subnet






Monitor the shit OO

out of your
environment

Critical Logs
* Azure Activity
* Azure AD Activities
* Azure AD ldentity Protection alerts

* NSG Logs (deny rule violations)
* Azure Key Vault

« Application Gateway / Front Door
* Business Critical Applications



meltlake®

Azure Sentinel

Analyze & Investigate & hunt Automate &
detect threats suspicious activities orchestrate response Integrate

Microsoft °

: r " I
Services ° ®e
Jupyter
Lz, fef ) now.

Machine learning, Interactive Attack Visualization, Playbooks ServiceNow
UEBA Azure Notebooks

Apps, users,
infrastructure

x‘ Enrichment with Intelligence (Geo location, IP Reputation)
Other tools

@ T Q

Community

Public
Clouds

Data Ingestion Data Repository Data Search

Security )
solutions Azure Monitor

(log analytics)







Thank You
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